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1 Automate Windows Agent deployment using Group Policy

You can automate the deployment of Windows Agents across your organization using Active Directory Group
Policy. To do this, you must:

1. Extract.msiand.mst files from the Windows Agent installation kit

2. Specify Agentinstallation options

3. Push the Agent to systems using Active Directory Group Policy

1.1 Extract.msiand.mst files fromthe Windows Agent installation kit

Before you can deploy the Windows Agent using Group Policy, you must extract.msiand .mst files from the
Windows Agent installation kit. The Windows Agent installation kit is provided in .exe format, and cannot be
deployed using Group Policy.

The .msi file is an installation package that can be pushed to systems using Active Directory Group Policy. The
.mst file contains settings for the installer, and must be edited before you deploy the Agent. See Specify Agent
installation options.

To install the Windows Agent automatically on both 64-bit and 32-bit systems, you must extract files from both
the 64-bit and 32-bit Windows Agent installation kits using these steps. You canthen assign the appropriate
.msi and .mst files (64-bit or 32-bit) for each organizational unit (OU) or computer groups.

To extract.msiand .mst files from the Windows Agent installation kit:
1. Make acopy of the Agent installation kit, and name it “setup.exe”.
2. Runthe following command:
setup.exe /s /b"C:\Temp\MSI" /v"/gn" [Llanguage]
Where:

o C:\Temp\MSlI is the directory where the .msi file will be extracted. You can specify a different
destination directory, if desired.

e By default, English is used for the .msi file. To specify a language for the Agent, include one of the
following language parametersin the command:

/L1036 — French

/L1034 — Spanish

/L1046 — Brazilian Portuguese
/L1031 - German

/L1033 — English
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1.2

An Agent.msifile and an .mst file is extractedin the specified location. The name of the .mst file

corresponds to the specified language.

= Recent Places

Specify Agent installation options

=N o |~
= L » Computer » OSDisk (C) » Temp » RS v | ¥4 | | Seqrch ME ,D'
R
File Edit View Tools  Help
Organize - Include in library = Share with = Burn Mew folder =« [ I@I
Y Favorites Marme Date maodified Type Size
Bl Desktop L | 1033 MST 104542015 9:28 Akd - BAST File 20 kB
4 Downloads 5 ﬁ!.ﬂ\gent.msi 10/5/2015 9:28 &M Windows Installer .. 108,821 KB

After extracting the Agent.msiand .mst file from the Agent installation kit, you canadd and edit properties in
the .mst file. Properties in the .mst file provide Portal registrationinformation and specify which plug-ins to
install with the Agent.

To edit the properties, use Orca: an editor for Windows Installer packages. Orca can be downloaded from
Microsoft as part of the Windows Installer SDK.

After editing properties, you cansave the new .mst file, and distribute it with the Agent.msifile.

To specify Agent installation options:

1.

2
3.
4

Using Windows Installer SDK Orca, open the Agent.msifile.
Go to Transform > Apply Transform.
In the Open dialog box, select the .mst file, and click Open.

In the tableslist at the left side of the Orca window, click Property.

The right side of the window shows current properties and their values.
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% Agentrmsi - Orca [ -E ]
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5. Ifyou wantto register the Agent to Portal, do the following:

e Find the REGISTERWITHWEBCC property. Double-click the property’s Value column, and
change the value to TRUE.
e Add the properties shown in the following table:

Property Value

AMPNWADDRESS IP address or host name of the Portal for managing the Agent (e.g.,
portal.evault.com)

AMPPORT (Optional) Port number for the Agent to communicate with Portal. The
default port is 8086.

AMPUSERNAME Name of the Portal user for the Agent (e.g., admin@evault.com). The
user must be an Admin user or regular user. Typically, the user nameiis
an email address.

AMPPASSWORD Password of the specified Portal user.

To add each property, do the following:

e Right-clickthe Property column, and choose Add Row.

The Add Row dialog box appears.
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Add Row (23]
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e Inthe Property row, enter the property name in the Value column.
e Inthe Valuerow, enterthe property value in the Value column.
e Click OK.

6. For each plug-in that you want to install with the Agent, change the plug-in’s property value to

ON.
The following table shows the property name for each plug-in. By default, plug-ins are not installed
with the Agent.

Plug-in Property

Cluster Support Plug-in FEATURECLUSTER

Exchange 2007 DR Plug-in FEATUREEXCHANGE

(only available with the 64-bit Windows Agent)

Exchange 2010/2013 DR Plug-in FEATUREEXCHANGE2010
(only available with the 64-bit Windows Agent)

Note: After the Agent installation, the machine must
be restarted before you can share a safeset for
restoring individual mailboxes and messages using the
Granular Restore for Exchange application.

Oracle Plug-in FEATUREORACLE

SQL Server Plug-in FEATURESQL

Note: After the Agent installation, the machine must
be restarted before you can share a safeset for
restoring individual SharePoint objects using the
Granular Restore for SharePoint application.
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Plug-in

Property

Image Plug-in
(only available with the 64-bit Windows Agent)

Note: After the Agent installation, the machine must
be restarted before the Image Plug-in can use Changed
Block Tracking (CBT) to identify data that has changed
since a previous backup. Without CBT, the Agent reads
all data for every backup when backing up a volume.

FEATUREVOLUME IMAGE

To change a property value, do the following:

e Find the property for the plug-in.
o Double-click the property’s Value column.

e Enter ON.

7. Goto Transform>Generate Transform.

8. Inthe Save Transform As dialog box, specify a new name for the .mst file, and click Save.

You can then push the Agent.msifile and the new .mst file to systems using Group Policy.

1.3 Push the Agent to systems using Active Directory Group Policy

After extracting the Agent installation files and specifying installation options, you can push the Agentto
systems using Active Directory Group Policy. For detailed instructions, see information from Microsoft. For a
sample procedure, see Example: Pushing the Agent to systems using Active Directory Group Policy.

To ensure that theinstallation is correct, we recommend pushing the files to one system before pushing them

to all machines.

1.3.1 Example: Pushing the Agent to systems using Active Directory Group Policy

This section describes how to push the Agent to systems using Active Directory Group Policy on Windows
Server 2012. This procedure is provided only as an example. For detailed procedures, see information from

Microsoft.

1. Createa shared folder (e.g., \\Server1\MSlI). Ensure that all domain computers have read

permission to the UNC share.

2. Inthe shared folder, save the Agent.msifile and the .mst file that was edited using Orca.

3. Onthe domain controller, or on a system with Administrative Tools installed, open Active

Directory Users and Computers from Administrative Tools.

4. Createa new group. In the group, add computers where you want to install the Agent.
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9.

From Administrative Tools, open Group Policy Management.
Create a new group policy and link it to the domain or OU, as needed.

In the Security Filtering area, remove the authenticated users, and add the computers or
computer groups where you want to install the Agent.

= Group Policy Management ll‘i-

3 File Action View Window Help
I EREN

|5 Group Policy Management GP-Push

4 ) Forest TestGP.local &_W'm

4 (4 Domains

4 5 TestGPlocal Links
=] Default Domain Policy Display links in this location: [TestGPlocal v
s/ GP-Push The following sites, domains, and OUs are linked to this GPO:
.+ [Z] Domain Controllers = = e TorEae =
] Default Domain Controllers Policy (o=t = kB al
. : i TestGP local No Yes TestGF local
[ Group Policy Objects
=] Default Domain Controllers Policy
=] Default Domain Policy
=] GP-Push
% WM Filters
) Starter GPOs
a [ Sites ,
[E Default-First-Site-Name Security Filtering

58 Group Policy Modcling
2 Group Policy Results

The settings in this GPO can only apply to the following groups, users, and computers:

Name -

2, Agent GP (TESTGP'\Agert GF)

WMI Filtering
This GPO is inked to the following WMI fiter

Right-click the group policy, and select Edit. Inthe Group Policy Management Editor, goto
Computer Configuration > Policies > Software Settings > Software Installation. Right-click
Software Installation, and choose New > Package.

7

8 Group Policy Management Editor =]
File Action View Help
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Properties
Help

In the Open dialog box, use the share path that was createdin Step 1 (e.g., \\Server1\MSI).
Select the Agent.misi file, and click Open.

10. In the Deploy Software dialog box, choose Advanced, andthen click OK.
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Deploy Software -

w

Select deployment method:
Publizhed
() Assigned
(®) Advanced

Select this option to corfigure the Published or Assigned options,
and to apply modifications to a package.

11. In the EVault Software Agent Properties dialog box, click the Modifications tab. Add the .mst file
from the share path that was createdin Step 1 (e.g., \\Server1\MSl). Click OK.

i EVault Software Agent Properties L_‘
| General I Depl it I Upgrad | Categori | Modffications | Security

Modffications or transforms allow you to customize the package and are
applied to the package in the order shown in the following list:

Modffications:

\\10.51.3.12\gp\ 10331 MST Nove Un

Important! Do not press OK until all transforms are added and ordered
comectly. For more information, right-click on the Modffications list box, and
then click What's this?

12. Do one of the following:

® Reboot the domain computers to install the Agent.
e Run the following command to force the group policy:

gpupdate /force
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